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Article 4 Grand Pharma attaches great importance to information security and strives to ensure
the confidentiality, integrity and availability of the Company’s information assets. The
Company undertakes to implement the following principles and measures in all business
activities:
(i) Continuous Improvement of Information Security Management System.



(ii) Employment information, such as employer, job title and employment history.

(iii) Information obtained through communications, such as comments, questions, feedback
and other content provided when using website functions.

(iv) Adverse event information, such as age, weight, medical history, allergy history,
description of adverse reactions and medication usage.

(v) Other sensitive personal information necessary for fulfilling statutory obligations or
conducting specific business activities, such as clinical trial data, patient health records,
and personal identity and health information contained in pharmacovigilance reports.

Article 6 The Company may use personal information for the following purposes:
(i) Reviewing opinions or inquiries submitted by data subjects and providing

corresponding service supms⠀
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(iii) Right to Erasure. Under specific circumstances, data subjects may request deletion of
all or part of their personal information, including but not limited to the following
situations:

 Our processing of personal information violates applicable laws or administrative
regulations;

 Personal information has been collected or used without the consent of the data subject;
 Our processing of personal information breaches any agreement between us and the

data subject;
 The purpose of processing has been achieved, cannot be achieved, or is no longer

necessary for achieving the purpose; or
 The data subject has withdrawn his or her consent for the processing of personal

information.
(iv) Right to Opt-in Consent. For processing of sensitive personal data or for non-essential

purposes, the Company shall clearly inform data subjects of the necessity of such
processing and its potential impact on personal rights and interests, and shall obtain
explicit, voluntary and affirmative “opt-in consent”. Default selection or forced consent
is strictly prohibited.

(v) Right to Withdraw Consent. Where the processing of personal information is based on
the consent of the data subject, the data subject has the right to withdraw such consent
at any time.

(vi) Right to Data Portability. Data subjects have the right to receive their personal
information provided to us in a structured, commonly used and machine-readable
format and to transmit such personal information to another entity.

(vii) Right to Be
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responsible for related outcomes and decisions, and have governance structures and
response processes in place to properly handle any unexpected consequences or harm.

(vii) Defining clear boundaries. Clearly define the boundaries for what AI can and cannot
do, standardize its applicable scenarios and ways of use, preventing overstepping or
improper use.

(viii) Low ecological footprint. Requiring (own/third-party) AI data centers/models to have
a low ecological footprint, considering energy efficiency and sustainability in tech
selection and deployment.

(ix) Not using illegal AI systems. The Company does not use or deploy AI systems that
involve manipulative behavior, exploitation of vulnerabilities, social scoring or
unauthorized biometric surveillance, When using AI systems, the Company shall comply
with the provisions of Chinese laws and regulations, including the Interim Measures for
the Management of Generative Artificial Intelligence Services, as well as other
an椀I

systemenerprabi

s

��
�Q �J

�V�6�Q�Q �V �L �P

"䀀ऀs

io 䕀cetsws�R
�,

�I �U

�Q�D �W �L �R �Q

	 �D �Q �D �H

�Y �H ��

D-parement

呙hallIo
r

e

s

p

o

n

s

i

b

l

e

o
for

�H �@ �D �Q�X �V �L �Q �J

�D �Q �G

rquudingthe
�G �W

�G

�G �V

�L �P�O �O �H �P �H �W �D �W �L �R �Q

�R �I

tn)�Y �R�Q
�R �\

�Z �L �X �G �,

�W �K �H

䕀ceto�P �H�D �V �X �K
its

�P�H �I �O �H �F �W �L �Y �Heleautios.The

Ԁnand
�R

�I

hilA蘓fes
o

f

nerand
�K �D �U �O �D �A†� �X �W �L �F �D �O

TY �K �D �O �O

o

v

e

r

l

h

e

�W �K �H

imllemetative

�R �I

�W �Q ��

�H �U�R�O �D �V�Y �R�Q

�R �\

�D �Q �G

�L �W �V

ovAIope
frnence

�G �L �X �G�F�L�I �P �V ���6�Q�Q �V �L ndsi
Company

�L �Q�I �V �S�H ��U �H �V

�W �S �U�R�O �D �V�W �Y �R�Q

�R �\

mana e ent

ito

�W �K �H

�Q�H

�S�D�W �G �O �O �H �Y�O �O

�F�L �P�O �F �L

�H �Q �F �H

manaeentsystee,
�F�L �X �T�H �F �H �V

�L �Y �H �D �Q �V ���Q �D �X �G�L �W �V�L �R �Q�W �S �U�R�O �D �V

�F�L �P�O �F �L

�H �Q

�H ��

�Q �L �X �H ��thh
�H �Q �D �A†��K �D� �U ��

�* �H�D �Q �D �J�W �V�G �L �X�' ���* �H �X�' �H �Q �W

�� �W �K �L �Q �W

�� �S �D �U �W �L �H �V

���W �R

�F�L

�X

�T�H

�Q

�*�H �Y �H �D �Q �V ��naudierpąis� � �V�O �O� � �S �R �Y �L �V �L �ESø�6�Q�Q �V �L sioemivens�Q �R �Wcovezed
�G �,�W �Q ���Y �R�Q�H ��or�S �D �Q �\�G �L �Q�I �R �Q �V

�X �V�* �H

�R �\

�E�L�Z

�K �H �Qtn)�Y �R

�R �\

�S �D�H �G�S�D �Qi �,

systf ener,
�U �H �J �X �O �D �W �L �R ��

or
�Q�D �U �O �F �W �L �Y �H

�G�H �D �H �P �H �H �V �� TY �K �D �O �OI�U�F�R �L
�H �Q �W

�R �\呙ethener,regulatio.�I �U narlctivedeaemees.�6�Q�Q �V �L ofs�Q ���Y �R�Q
�R �\

�Q ��

f

r

g

u

l

a

z

e

,

�O �H �P �H �X�'

�Q �G

�O�D �Q �G

�L �Y �H �W �S�E�L �Q �W

�R �\

�W

�K

�H

�& �R �P �S �D �Q �\

�W �V

)� �J�U �S�R �G �L �Q �J�Q�H
�S�D �V �L �R_ �Q �G

TY �K �D �O �O�W�R �R �\�P�H �I �O �H �W�H

�S�L �P

�7 �K �H�G�L ���R �I�V

�X TY�L

�H �Q


	Chapter I General Provisions
	Chapter II Principles of Information Security and
	Chapter III Information Security Protection Commit
	Chapter IV Privacy Protection
	Chapter V Responsible Artificial Intelligence Poli
	Chapter VI Oversight
	Chapter VII Supplementary Provisions

